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ABSTRACT 

In order to identify the faulty components o f  a malfunctioning device in the fewest  number o f  
measurements, model-based diagnosis often uses a min imum entropy technique to select the next best 
measurement. This technique seems critically dependent on the availability o f  failure probabilities for  
components. Unfortunately, in many cases this information is unavailable or unknown.  However, i f  
we can assume that all components fai l  independently with equal probability and that components 
fail  with very small probability, then it is possible to exploit the intuitions o f  the technique even when 
the exact probabilities are unknown.  In addition, the computation required is much simpler. This 
approach can be generalized i f  the set o f  components can be partitioned such that each o f  the 
components o f  a partition fail  with equal probability but are much more or less likely to fai l  than 
those o f  other partitions. 

I. Introduction 

Diagnosis is the process of identifying which components of a properly 
designed device are malfunctioning and thereby preventing the device from 
achieving its purpose. Model-based diagnosis seeks to develop a general theory 
of diagnosis based on first-principles reasoning about the behavior of the 
device's individual components. The model-based diagnosis process [5] consists 
of two distinct phases. The objective of the first phase is to identify sets of 
faulty components (called diagnoses) which explain the observed symptoms. 
The objective of the second phase is to gather additional evidence (e.g., by 
making measurements) which best differentiates among the diagnoses. This 
paper presents a simple process for identifying the best measurement to make 
next. 

Early approaches to model-based diagnosis [2, 4, 6] assumed that the device 
had only one fault and incorporated ad hoc heuristics to identify the best 
measurement to make next. For example, a half-split method was often 

Artificial Intelligence 45 (1990) 381-391 
0004-3702/90/$03.50 0 1990--Elsevier Science Publishers B.V. (North-Holland) 



382 J. DE  K L E E R  

proposed. But these heuristics are neither generally applicable nor optimal. 
The general diagnostic engine (GDE) [8] makes no assumption about the 
number of faults in the device and uses a general minimum entropy technique 
[1] to select the best measurement to make next. Although general, this 
technique seems critically dependent on the availability of failure probabilities 
for components. In many cases this information may be only approximately 
known, unavailable, or unknown. 

Nevertheless, it is still possible to exploit the intuitions of the minimum 
entropy technique even when the exact probabilities are unknown. In addition 
to the usual GDE assumptions (see Section 3) we assume that all components 
fail (a) with equal probability and (b) with extremely small probability. Given 
these two additional assumptions it is straightforward to construct a probing 
strategy rooted in the minimum entropy approach even when the exact failure 
probabilities are unavailable. The strategy has the additional advantage that it 
is far simpler computationally. Therefore, even in cases where these assump- 
tions do not completely hold it may be expedient to use the approach. 

As a consequence of these assumptions, we are only concerned with 
diagnoses of minimum cardinality. (A candidate is represented by the set of 
faulty components and a diagnosis is a candidate consistent with the evidence.) 
If the minimum cardinality of diagnoses is q, then we are only interested in 
candidates with exactly q faults. Every candidate with less than q faults has 
been eliminated and every diagnosis with more than q faults has negligible 
probability compared to any q-fault diagnosis. As the candidates are elimi- 
nated as diagnoses, the minimum cardinality of diagnoses may increase. 
Therefore, the probing strategy first proposes measurements which differen- 
tiate among single-fault diagnoses, then when all single-fault diagnoses are 
eliminated, it proposes probes which differentiate among double-fault diag- 
noses, etc. 

The proposed approach focuses on the same class of diagnoses that the 
minimum cardinality principle of generalized set covering (GSC) does [14, 15, 
18]. Reiter [19] argues that the minimum cardinality principle misses intuitively 
plausible diagnoses. Nevertheless, given our assumptions (which include that 
components fail with very small and independent probabilities) the minimal 
cardinality principle is perfectly valid (as argued in [14, 15, 18]). 

The proposal of this paper lies conceptually between the simple probing 
strategies of the earlier model-based reasoning work and GDE and could be 
developed from first-principles considerations alone. Nevertheless, this paper 
takes the minimum entropy approach of GDE as given, and shows how it 
reduces to a very simple algorithm given the preceding two assumptions. 
However, it is unnecessary to presume the full ATMS-based [7] framework 
of GDE. In particular, any approach which tests candidates for consistency 
with evidence and which predicts measurement outcomes is adequate 
(e.g., [19]). 
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In many cases the minimum entropy technique reduces to the following 
simple case. Suppose that all candidates having less than q faults have been 
shown to be inconsistent with the evidence. Consider measuring some variable 
x which has values v k. The score of measuring x is: 

$(x) = ~ c k In c~, (1) 

where c k is the number of diagnoses of size q which predict x = v~. The best 
measurement has the lowest score. Typically most of the candidates of size q 
will have been eliminated by this point so there are relatively few diagnoses to 
consider. The function is very simple to compute and produces the intuitive 
result. The following two examples illustrate this simple case. 

2. Examples 

Consider the sequence of four buffers shown in Fig. 1 where the input is one 
and the output  zero. There  are four single-fault (q  = 1) diagnoses: [A], [B], 
[C] and [D]. (Diagnosis [A] indicates that A is faulted and B, C and D are 
normal.) The possible outcomes divide the diagnoses as follows (the second 
line is read: Diagnoses [B], [C] and [D] predict that X = 1). Many approaches 
to model-based diagnosis can compute these se t s - - the  exact method used is 
not relevant here. 

X =  O, S = { [ A ] } ,  

X = 1, S = { [ B I [ C I [ D ] } ,  

Y =  O, S = { [ A I [ B ] } ,  

Y =  1, S = { [ C ] [ D ] } ,  

Z = O, S = {[A][B][C]} ,  

Z = 1, S = ( [ D ] } .  

Therefore ,  the scores for the possible probe points are (as in [8] we use 
natural logarithms): 

$(X) = 31n3 + 1 In 1 = 3.3, 

1 0 

Fig. I. A,  B, C and D are buffers,  the input is one and the symptomat ic  output  is zero. X, Y and Z 
are possible points  to measure  next. 
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$(Y) = 2 In 2 + 2 In 2 = 2.8, 

$ (Z)  = l l n  I + 3 In  3 = 3.3. 

Therefore ,  measur ing  Y is best. A simple half-split heuristic identifies the same 
measu remen t  point.  However ,  the min imum ent ropy  approach  applies in the 
general  case where  the topo logy  is arbi t rary and not  just a linear chain of  
components .  

Consider  the simple example  of  Fig. 2. Given the inputs,  A = 3, B = 2, 
C = 2, D = 3, E = 3 and outputs  F = 10 and G : 12, there are two single-fault 
diagnoses:  [M1] and [A1]. The  possible ou tcomes  divide the diagnoses as 
follows: 

X : 4, S = ( [M,I}  

X = 6, S : {[A 11) 

r = 6 ,  S :  {[A l][M1] } 

Z = 6, S = { [ m , ] [ a , ] )  

Therefore ,  the scores for  the possible p robe  points are: 

$ (X)  = 1 In 1 + 1 In 1 =  0 

$(Y) = 2 1 n 2  = 1.4, 

$ (Z)  = 2 In 2 = 1.4. 

Therefore  measur ing X is best. The zero score indicates that,  no mat ter  what ,  
at least one of  the two diagnoses is el iminated.  

It would also have been easy to invent a simple rule of  thumb for this 
example  which ci rcumvents  any need  for numerical  scoring. However ,  when  

3 A 

a E  I ~ - ~  ]z I t 

Fig. 2. A, B, C, D and E are input terminals, F and G are output terminals, X, Y and Z are 
internal probe points, M~, M 2 and m 3 a r e  multipliers and A~ and A 2 a r e  adders. 
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the number of diagnoses and possible outcomes grows (and some diagnoses fail 
to predict some measurements),  it becomes harder  and harder to invent simple 
rules of thumb to determine the best measurement  to make next. The simple 
scoring function we develop is easy to evaluate and provides the optimal 
measurement(s) to make next (given our presuppositions). 

3. Probability of a Diagnosis 

As components fail independently,  1 the prior probability that a particular 
diagnosis Cz is the correct one is given by: 

p,  = [ I  p ( c •  Ca) I-I [ l - p ( c  • Ca) ] . (2) 
cec) c~c~ 

We assume that all components  fail with equal (small) probability: 

p ( c  • G )  = ~ . 

Therefore ,  

p ,  = e l c ' l ( 1  - e )  " - I c ' 1  , ( 3 )  

where n is the number of components  in the device and I C~] is the number of 
faulted components  in C~. If e is small enough, then p~ can be approximated: 

Pl = elGI " (4) 

As candidates are eliminated as diagnoses, the probabilities of the other 
diagnoses increase. Bayes' rule allows us to calculate the conditional probabili- 
ty of the diagnoses given that point xg is measured v~k: 

p(C, Ix, = Oik ) = p(xi = v,~lC,)p(C,) p(x, = ~,~) (S) 

The denominator,  p ( x  i = vik) ,  is just a normalization, p ( C t )  is computed in the 
preceding step (or is the prior). Finally, p ( x  i = Vik [ Ct)  is determined as follows: 

(1) If x i = vik is predicted by C t given the preceding evidence, then p ( x  i = 

vi, I c , ) =  1. 
(2) If xi = v,k is inconsistent with C t and the preceding evidence, then 

p ( x  i = v i k t f l )  = O. 

~This independence assumption which is widely made in model-based diagnosis is somewhat 
suspect. In some domains dependent failures are quite common. 
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(3) If  x i = vi~ is nei ther  predic ted by nor  inconsistent  with C~ and the 
• • 2 preceding evidence,  then we make  the presupposi t ion that  every pos- 

sible value for  x i is equally likely. Hence ,  p(x~ = vik [ Cl)  = 1 / m ,  where  m 
is the n u m b e r  of  possible values x i might  have (in a convent ional  digital 
circuit rn = 2). Intuit ively,  this provides  a bias for diagnoses which 
predict  a measu remen t  over  those that  do not.  This strong bias towards  
diagnoses that  predict  the symptoms  is advoca ted  by the abduct ive 
approach  [16] to diagnosis but arises here as a direct consequence  of  
applying Bayes '  rule. 

If  m is constant  3 for all p robe  points  then the probabil i ty of  a relevant  
diagnosis (i.e.,  one  not  yet  e l iminated)  after multiple probes  (E )  is: 

E q 

p ( C ,  IE  ) - N m  ~ , (6) 

where  f~ is the number  of  times diagnosis C~ failed to predict  a measu remen t  
ou tcome  in the sequential  diagnosis and N is the normalizat ion.  Therefore ,  the 
current  probabil i ty of  any diagnosis can be character ized by two integers: (1) 
the number  of  faults it hypothesizes ,  and (2) the number  of  times it failed to 
predict  a measu remen t  ou tcome.  

If  e ~ 1 /m  y~ for the minimal cardinali ty diagnoses,  then we can discard all but 
the minimal cardinali ty diagnoses.  In terms of  Bayes '  rule, this condi t ion 
ensures  that  p ( x  i = v i ,  lCt)  always has a significant value. In practice,  this 
condi t ion is more  than met  because e ~ 1 and ft is rarely nonzero  for the 
minimal cardinality diagnoses.  If  for some reason the condi t ion was not  met,  
then some minimal cardinali ty diagnoses might  have lower poster ior  probabili-  
ty than some higher  cardinali ty diagnoses.  

4. The General Case 

This section shows how the reduced algori thm presented  in the in t roduct ion is 
a correct  instantiat ion of  the min imum ent ropy  technique given our  assump- 
tions. In addit ion,  it also shows the correct ion to make  if some diagnosis fails 
to predict  a measu remen t  ou t come  (al though this occurs relatively rarely, the 
algori thm must  account  for it). 

2 This presumes that (1) the prediction engine is logically complete, (2) when components fail, 
every possible output is equally likely, and (3) for each instance we have to estimate p(x i = v~klC~) 
by 1/m that the value of xi is conditionally independent of all the other x~ given C t. All three are 
invalid in general, however, without additional information (e.g., such as fault modes [9]), it is 
hard to come up with a better heuristic. 

3 This is easily generalized to the case where rn, varies with x,. However, this formulation 
presumes that x, is a discrete variable or a discretization of some other variable (in the case of 
analog diagnosis). 
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According to the minimum entropy technique the best probe x i is the one 
which minimizes the expected posterior entropy of the diagnoses after measur- 
ing x~. We need to minimize (over all probe points xg) [8]: 

k=l m m m ' (7) 

where Sik is the set of diagnoses which predict that probing point xi will obtain 
value v~k, and U~ is the set of diagnoses which predict no value for x~. This 
expression is easily evaluated using the two integer scores for each diagnosis 
(from equation (6)). 

If we only need consider the minimum cardinality diagnoses of size q, then 
(7) is easily evaluated. As the probabilities of all diagnoses must sum to 1, 
from (6) we obtain: 

e q 1 
U = CjE ~ = 6q E m ~ ,  (8) cj 

where the Cj are the minimum cardinality diagnoses. Hence,  equation (6) is 
independent of e: 

1 
p ( C t I E )  - (9) 

1 
mf~ ~ m~ q 

Hence,  equation (7) is independent of e and a simple function of the ~. 
In the common case (discussed in the introduction), where diagnoses always 

predict outcomes, p ( U i ) - - 0  and £ = 0 always. In this case, (7) immediately 
simplifies to: 

k Cik [ Cik ] 
k=, ~-7 l n [ ~ 7 ]  , (10) 

where cik is the number of diagnoses (of size q) predicting that x i = vi, and N'  
is the number of diagnoses (of size q). As N'  is constant over all probe points 
we need only minimize, 

~,  cik In cik . ( 1 1 )  
k = l  

This is intuitively appealing because this is essentially the entropy of the counts 
of the number of diagnoses supporting each outcome. 
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5. Problems with This Strategy 

There are a number  of reasons why the minimum cardinality of the diagnoses 
may increase during the diagnostic session. The number  of faults in the device 
may be initially unknown, and as evidence accumulates all diagnoses of size q 
may be eliminated, and the diagnostic process must then consider the q + 1 
faults. Even when a particular q-fault diagnosis has been identified, we may 
want to increase our confidence that it is the correct diagnosis by gathering 
evidence to eliminate as many (q  + 1)-fault diagnoses as possible. Unfortu-  
nately, the probes which best differentiate among the q-faults diagnoses are 
not necessarily those which best differentiate among both the q- and (q  + 1)- 
fault diagnoses. As a consequence,  we make more measurements  than needed. 
In essence our strategy trades off optimal measurements  in some cases for 
computat ional  simplicity in general. 

Any component  which does not appear  in any q-fault diagnosis is effectively 
considered normal.  As a consequence there may be a very large number  of 
potential probes all with the same score. For example,  measuring on either side 
of a normal component  has equal score. However ,  the different measurement  
points might discriminate among the as yet unconsidered higher cardinatity 
diagnoses. This issue is simply illustrated in Fig. 3. 

Suppose the input is zero and the output one. Thus,  there are only two 
(q = 1) diagnoses: [A] and [B]. The possible outcomes divide the diagnoses as 
follows: 

r : o ,  s : { [ B ] } ,  

T =  1, S = ( [A]} ,  

O U T  2 : 0 ,  S :  {[BI},  

O U T  2 = 1, S : {[A]}. 

Thus T and O U T  2 have equal scores: 1 In 1 + 1 In 1 = 0. But this is clearly 
suboptimal as can be seen by including the double faults: 

0o ,,:,o, 

[~ OUT2 O 

Fig. 3. A, B and C are buffers, the input is zero, and output OUT~ is one. Does measuring T or 
O U T  z provide the most information? 
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T = 0 ,  S = {[B][B, C]}, 

T =  1, S = ( [A][A,  C]}, 

O U T  2 = 0 ,  S = {[B]}, 

O U T  2 = 1, S = {[a]}.  

(Note that most double faults do not predict measurement  outcomes and are 
not included. For example, [A, B] does not predict a value for T or O U T 2 .  ) 

The table shows that measuring T will eliminate some double faults from 
consideration, while measuring O U T  2 will not. So T is the better  probe point 
because it provides more information. 

A possible way to avoid this difficulty is that if the strategy scores a set of 
probe points equally, to consider higher cardinality (q  + 1) faults in the scoring 
using some value for e. Notice that in this example, any e > 0 indicates T is a 
better  measurement.  

The example circuit of Fig. 3 is artificially simple to illustrate the point. 
Intuitively, suppose that there were an arbitrary sequence of additional buffers 
attached to O U T  2, then measuring any of their outputs would have equal score 
considering q faults. No matter  how many buffers were in the sequence, T 
would always be the better  measurement.  More realistic examples are outside 
the scope of this paper. 

The same problem arises in many guises. Suppose there is only one 
diagnosis. Although this is an indication that the diagnostic task is complete,  it 
does not allow further discrimination: If there is only one diagnosis, then all 
measurement  points have the same zero score. Thus the approach indicates no 
useful points to measure when presented with a failing device with no 
symptoms. GDE,  which is not restricted to minimal cardinality diagnoses, can 
choose a good measurement  even in this case. 

The diagnosis process may reduce the possible diagnoses to an indistinguish- 
able set. Additional measurements motivated by higher cardinality diagnoses 
can help shift the probabilities of individual component  failure. By considering 
higher cardinality diagnoses, G D E  handles this case as well. 

Any probing strategy which focuses on the more probable diagnoses at the 
expense of the less probable diagnoses (another example is [9]) suffers from 
analogous difficulties. This is the price paid for the computational advantages 
provided by focusing. 

6. A Generalization 

The approach outlined in this paper can be generalized in the case where 
certain groups of components  are far more likely to fail than others. For  
example, transistors may be far more likely to fail than resistors, and resistors 
far more likely to fail than wires. The set of components  can be partit ioned 
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into D i where the failure probabili ty of each component  in D; is e;. We assume 
that for j > i: 

el Dil 
m f  >> ej , (12) 

where f is the maximum number  of  measurements  that will be made. This 
condition ensures that any failures within components  of partition D; will 
always dominate failures in later partitions. This equation is obtained from (6) 
by assuming the lowest probabili ty diagnosis involving components  from 
partition D;. The worst case occurs if all the components  are faulted and none 
of the measurements  are predicted. (Although many groups of components  
may not have different enough failure probabilities to satisfy this condition 
well, in many cases it is a useful technique for limiting the computat ion of the 
diagnostician.) 

Instead of associating a single integer cardinality with each candidate,  we 
associate a tuple [t~ . . . . .  tp] where t k is the number  of faulted components  it 
selects from D k. Thus, the prior probabili ty of a diagnosis is: 

p; = e ] ' " ' e ) .  (13) 

We say that tuple [a 1 . . . . .  ak] is greater  than [ b l , . . . ,  bk] if there is an 
integer c such that a c > b c and for all j < c, aj = bj. If  e; is sufficiently larger 
than ej>;, then at any point we need only consider diagnoses with the greatest  
tup le - -a l l  others can be ignored because their probabilities are vanishingly 
(relatively) small. Therefore ,  the only diagnoses of interest have the identical 
prior probabilities and all the equations developed in the paper  go through 
directly. For example,  in the simple case the best measurement  to make next is 
the one which minimizes, 

cik In cik , (14) 

where c;k is the number  of diagnoses with the largest tuple which predict that x; 
will be measured to be v;k. 
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